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= Terminal - uU9EE)J221-01: /

File Edit View Terminal Tabs Help
aulU9E6J221-01:/% cd home/ /Desktop/l
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=] Terminal - @uU9EG)221-01: ~/Desktop

File Edit View Terminal Tabs Help

@uU9EGJ221-01:/% cd home/ /Desktop/
@uU9EGJ221-01: $ ls

client- .ovpn simorgh-openvpn-for-ubuntu-22.04.sh
@uU9E6]221-01: s i
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sudo chmod +x simorgh-openvpn-for-ubuntu-22.04.sh

- | Terminal - (@uU9E6)221-01: ~/Desktop A - OX

File Edit View Terminal Tabs Help

@uU9EG6J221-01:/% cd home/ /Desktop/
@uU9E6J221-01: $ sudo chmod +x simorgh-openvpn-for-ubuntu-22.04.sh |}
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- | Terminal - @uU9E6|221-01: ~/Desktop A _ O X

File Edit View Terminal Tabs Help

@uU9EBJ221-01:/% cd home/ /Desktop/

@uU9E6J221-01: $ sudo chmod +x simorgh-openvpn-for-ubuntu-22.04.sh
[sudo] password for :

S (50 ol 1) cnySwl pj j9iwd b Jl

sudo ./simorgh-openvpn-for-ubuntu-22.04.sh

ﬁ Terminal - @uU9EG)221-01: ~/Desktop A _ O X
File Edit View Terminal Tabs Help

@uU9EBJ221-01:/% cd home/Mi.shahi/Desktop/

@uU9E6J221-01: $ sudo chmod +x simorgh-openvpn-for-ubuntu-22.04.sh

[sudo] password for :
@uU9E6J221-01: $ sudo ./simorgh-openvpn-for-ubuntu-22.04.sh Jj
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= | Terminal - @uU9EEJ221-01: ~/Desktop A - Ox

File Edit View Terminal Tabs Help

@uU9E6]221-01:/% cd home/ /Desktop/

@uU9E6]1221-01: $ sudo chmod +x simorgh-openvpn-for-ubuntu-22.04.sh
[sudo] password for :

@uU9E6]221-01: $ sudo ./simorgh-openvpn-for-ubuntu-22.04.sh

1) Install OpenVPN 2.4

2) Change OpenVPN default version
3) Uninstall OpenVPN 2.4

7 1}

OPENVPN JLasl -V

25 2953 b 0lg3 (50 33220 39) " Desktop * 8 juume )3 OpeNVPN JLasl Ciplls S (5590 53 Guw

sudo ./simorgh-openvpn—-for-ubuntu-22.04.sh



B Terminal - @uU9E6J221-01; ~/Desktop A - DO X
File Edit View Terminal Tabs Help

Connecting to archive.ubuntu.com (archive.ubuntu.com)|185.125.190.36|:80... connected.
HTTP request sent, awaiting response... 200 0K

Length: 1318204 (1.3M) [application/x-debian-package]

Saving to: ‘package.deb’

package.deb % 1.26M 1.63MB/s in 0.8s
2023-08-29 13:53:32 (1.63 MB/s) - ‘package.deb’ saved [1318204/1318204]

--2023-08-29 13:53:32-- http://archive.ubuntu.com/ubuntu/pool/main/o/openvpn/openvpn_2.4.7-1lubuntu
2.20.04.4 amd64.deb

Resolving archive.ubuntu.com (archive.ubuntu.com)... 91.189.91.83, 185.125.190.39, 185.125.190.36,
é(.)ﬁnecting to archive.ubuntu.com (archive.ubuntu.com)|91.189.91.83|:80... connected.

HTTP request sent, awaiting response... 200 0K

Length: 476476 (465K) [application/vnd.debian.binary-package]

Saving to: ‘package.deb’

package.deb 382KB/s in 1.2s
2023-08-29 13:53:35 (382 KB/s) - ‘package.deb’ saved [476476/476476]

cp: cannot create regular file '/usr/sbin/openvpn.2.4': Text file busy
@uU9EGJ221-01: $ sudo openvpn client- .ovpn

22 )53 b lg3 (0 dazo 390 " Desktop " Ju8 yuwo )3 openvpn Jasl eSS (35)gi0 5> Guaw

- | Terminal - @uU9EGJ221-01: ~/Desktop A - OX

File Edit View Terminal Tabs Help

package.deb % 1.26M 1.63MB/s in 0.8s
2023-08-29 13:53:32 (1.63 MB/s) - ‘package.deb’ saved [1318204/1318204]

--2023-08-29 13:53:32-- http://archive.ubuntu.com/ubuntu/pool/main/o/openvpn/openvpn 2.4.7-1lubuntu
2.20.04.4 amd64.deb

Resolving archive.ubuntu.com (archive.ubuntu.com)... 91.189.91.83, 185.125.190.39, 185.125.190.36,
Connecting to archive.ubuntu.com (archive.ubuntu.com)|91.189.91.83|:80... connected.

HTTP request sent, awaiting response... 200 0K

Length: 476476 (465K) [application/vnd.debian.binary-package]

Saving to: ‘package.deb’

package.deb 382KB/s in 1.2s

2023-08-29 13:53:35 (382 KB/s) - ‘package.deb’ saved [476476/476476]

cp: cannot create regular file '/usr/sbin/openvpn.2.4': Text file busy
@uU9E6J221-01: $ sudo openvpn client-Mi.shahi.ovpn
Tue Aug 29 13:59:48 2023 OpenVPN 2.4.7 x86 64-pc-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKC
S11] [MH/PKTINFO] [AEAD] built on Mar 22 2022
Tue Aug 29 13:59:48 2023 library versions: OpenSSL 1.1.1f 31 Mar 2020, LZO 2.10
Enter Auth Username:
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B Terminal - @uU9E6)221-01: ~/Desktop A - DO X

File Edit View Terminal Tabs Help
package.deb % ==>] 1.26M 1.63MB/s in 0.8s

2023-08-29 13:53:32 (1.63 MB/s) - ‘package.deb’ saved [1318204/1318204]

--2023-08-29 13:53:32-- http://archive.ubuntu.com/ubuntu/pool/main/o/openvpn/openvpn 2.4.7-1lubuntu
2.20.04.4 amd64.deb
Resolving archive.ubuntu.com (archive.ubuntu.com)... 91.189.91.83, 185.125.190.39, 185.125.190.36,

Connecting to archive.ubuntu.com (archive.ubuntu.com)|91.189.91.83|:80... connected.
HTTP request sent, awaiting response... 200 0K

Length: 476476 (465K) [application/vnd.debian.binary-package]

Saving to: ‘package.deb’

package.deb % 382KB/s in 1.2s
2023-08-29 13:53:35 (382 KB/s) - ‘package.deb’ saved [476476/476476]

cp: cannot create regular file '/usr/sbin/openvpn.2.4': Text file busy
@uU9EG6J221-01: $ sudo openvpn client-Mi.shahi.ovpn
Tue Aug 29 13:59:48 2023 OpenVPN 2.4.7 x86 64-pc-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKC
S11] [MH/PKTINFO] [AEAD] built on Mar 22 2022
Tue Aug 29 13:59:48 2023 library versions: OpenSSL 1.1.1f 31 Mar 2020, LZ0 2.10
Enter Auth Username:
@ Enter Auth Password: ***+ksx+x]]

Cawl 034 Jatio € pauw OPENVPN & Cauddge b e 6Kiw> Sequence Completed (yinlas b

>- | Terminal - ¥ SuU9EG)221-01: ~/Desktop A - OX

File Edit View Terminal Tabs Help

Tue Aug 29 14:01:02 2023 OPTIONS IMPORT: route options modified
29 14:01:02 2023 Outgoing Data Channel: Cipher 'BF-CBC' initialized with 128 bit key
29 14:01:02 2023 WARNING: INSECURE cipher with block size less than 128 bit (64 bit). This
attacks like SWEET32. Mitigate by using a --cipher with a larger block size (e.g. AES-256-

29 14:01:02 2023 Outgoing Data Channel: Using 160 bit message hash 'SHAl1' for HMAC authenti

29 14:01:02 2023 Incoming Data Channel: Cipher 'BF-CBC' initialized with 128 bit key
29 14:01:02 2023 WARNING: INSECURE cipher with block size less than 128 bit (64 bit). This
attacks like SWEET32. Mitigate by using a --cipher with a larger block size (e.g. AES-256-

29 14:01:02 2023 Incoming Data Channel: Using 160 bit message hash 'SHAl1' for HMAC authenti

29 14:01:02 2023 WARNING: cipher with small block size in use, reducing reneg-bytes to 64MB
mitigate SWEET32 attacks.
Aug :01: 2023 ROUTE GATEWAY 172.20.0.1/255.255.0.0 IFACE=ens160 HWADDR=00:50:56:3b:19:ce
Aug :01: 2023 TUN/TAP device tun® opened
Aug :01: 2023 TUN/TAP TX queue length set to 100
Aug :01: 2023 /sbin/ip link set dev tun@ up mtu 1500
Aug :01: 2023 /sbin/ip addr add dev tun®@ local 172.16.10.86 peer 172.16.10.85
Aug :01: 2023 /sbin/ip route add 172.16.10.1/32 via 172.16.10.85
Aug :01: 2023 /sbin/ip route add 172.19.18.0/23 via 172.16.10.85
Aug :01: 2023 Initialization Sequence Completed
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= Terminal - & 3uU9E|221-01: ~/Desktop A _Ox
File Edit View Terminal Tabs Help

Tue Aug 29 14:01:02 2023 WARNING: INSECURE cipher with block size less than 128 bit (64 bit). This
allows attacks like SWEET32. Mitigate by using a --cipher with a larger block size (e.g. AES-256-
CBC).
Tue Aug 29 14:01:02 2023 Incoming Data Channel: Using 160 bit message hash 'SHA1l' for HMAC authenti
cation
Aug 29 14:01:02 2023 WARNING: cipher with small block size in use, reducing reneg-bytes to 64MB
mitigate SWEET32 attacks.
Aug :01: 2023 ROUTE_GATEWAY 172.20.0.1/255.255.0.0 IFACE=ens160 HWADDR=00:50:56:3b:19:ce
Aug :01: 2023 TUN/TAP device tun0@ opened
Aug :01: 2023 TUN/TAP TX queue length set to 100
Aug :01: 2023 /sbin/ip link set dev tun@ up mtu 1500
Aug :01: 2023 /sbin/ip addr add dev tun@ local 172.16.10.86 peer 172.16.10.85
Aug :01: 2023 /sbin/ip route add 172.16.10.1/32 via 172.16.10.85
Aug :01: 2023 /sbin/ip route add 172.19.18.0/23 via 172.16.10.85
Aug :01: 2023 Initialization Sequence Completed

~CTue Aug 29 14:01:33 2023 event wait : Interrupted system call (code=4)
Aug 29 14:01:33 2023 /sbin/ip route del 172.16.10.1/32
Aug 29 14:01:33 2023 /sbin/ip route del 172.19.18.0/23
Aug 29 14:01:33 2023 Closing TUN/TAP interface
Aug 29 14:01:33 2023 /sbin/ip addr del dev tun@ local 172.16.10.86 peer 172.16.10.85
Aug 29 14:01:33 2023 SIGINT[hard,] received, process exiting
@uU9E6J221-01: $
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